Commonwealth and state legislation and policies that implement water accounting in Australia generally fail to give full effect to this objective. This failure is becoming a matter of increasing concern. In many areas, Australia's natural water resources are under continuing pressure from identified overallocation and overuse. 3 There are also rapid escalations of water resource exploitation occurring in growing urban environments 4 and the mining industry. 5 Pressures from increased water consumption have caused, and may continue to cause, significant ecological decline of Australia's water dependent ecosystems. There are also risks that degrading natural water resources will compromise Australia's future consumptive water use.
To respond effectively to these pressures, water accounting systems in Australia must facilitate public understanding of compliance with limits on water extraction and the operation of water trading. This understanding must apply not only to water resources as a whole, but also to individual holders of water licenses and access entitlements. 6 Responsible and transparent water consumption and the effective operation of water markets can affect all users of Australia's depleting natural water resources. It follows that compliance with legal limits on water extraction and transparent water trading information are in the public interest. We advocate transparent public disclosure of water accounting data as a form of 'information based regulation' 7 to better achieve water resource regulation objectives.
This theme has not yet been fully explored in Australian water resources law. 8 It is, however, a well-recognised theme in Australia and internationally in environmental law. The concept of requiring regulated entities to publish information on their operations to affected stakeholders and the public has been applied through the "Community Right to Know" (CRTK) legislation, which requires publication of aggregate data on toxic pollutant releases and transfers. 9 A key benefit of information disclosure is to enable 'communities to exert political and social pressure on governments and business to ensure compliance with substantive environmental requirements and improve environmental performance'. 10 While CRTK legislation can generally build pressure for better environmental performance, it will not generally enable affected stakeholders to determine whether a regulated entity is complying with licence or approval conditions from time to time. There are, however, more sophisticated protocols for publishing approval conditions and self-reported monitoring data. Most United States environmental laws require self-reported monitoring data to be reported to the public, which is said to 'deter violations and a failure to report, especially when the law gives citizens the right to sue sources '. 11 This article suggests three core elements that are necessary for transparent water accounting in Australia:
1.
A clear and accessible statement of legal limits on licensees and entitlement holders to take and trade water -usually by conditions on the licence or entitlement recorded on a water entitlement register; 2.
A clear and accessible statement of the obligations on licensees and access entitlement holders to: (a) install meters and record and report metered extractions to government; and (b) report trading information; and 3.
A clear and accessible record of the aggregated and individual metering and trading data on a water entitlement register that is searchable by members of the public.
Most water accounting frameworks in Australia satisfy the first of these elements and often address the second. However, problems arise in complying with the third element -public disclosure and availability of aggregated and individual water metering and trading data.
In most Australian jurisdictions, third party access to individual water licence and entitlement data, particularly records of metered extraction ('metering data') and trades, is restricted on two grounds. First, the laws of privacy protect personal
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Volume 41 ____________________________________________________________________________________ information from public disclosure. Secondly, common law and statutory rules governing confidentiality prohibit third party access to information that is considered commercially valuable. While these issues are important in designing Australia's water accounting systems, prohibiting public access to metering data significantly limits transparency and accountability in Australia's water licensing and entitlement frameworks. Third party access to this data will allow for monitoring of neighbours' and competitors' licensed water consumption. This, we argue, will encourage and enhance compliance with water extraction limits. Greater public access to water accounting data will also assist trading processes and enhance the development of Australia's water trading market. 12 We argue that the policy concerns surrounding these issues require specific treatment in the context of water registers and water accounting systems.
This argument is developed in five parts. The first part explains the concepts and terminology surrounding water accounting in Australia. The second part compares the legislative models for water accounting in different jurisdictions. The third part examines legal restrictions preventing water data from disclosure and questions the validity of these restrictions under the laws of privacy and confidentiality. The fourth part discusses legal arguments supporting the public disclosure of water accounting data. Finally, this article proposes legislative and policy reforms for state water legislation and suggests practical solutions to enhance water accounting in Australia.
At the outset, we acknowledge that there are two relevant issues concerning the management of water resources in Australia that cannot be addressed by this article. First, technical and policy developments are occurring around the practice of managed aquifer recharge that raise new challenges for water accounting. 13 Secondly, attention is growing towards the need to better account for the provision and outcomes of providing environmental water. 14 This second issue merges into the procedures for monitoring water plan implementation. These issues require research and consideration of policy reforms that are beyond the scope of this article. In due course, these issues will be essential for a comprehensive understanding of the legal framework surrounding water accounting in Australia. This article focuses on water resource accounting for consumptive use. ____________________________________________________________________________________ process as a basis for assessing how water accounting is implemented in different states and territories.
A
National Water Initiative ('NWI') Over recent years, Commonwealth, state and territory governments have introduced legislative and policy reforms that more effectively regulate the extraction and use of Australia's water resources. 15 The blueprint for these reforms is the 2004 Intergovernmental Agreement on a National Water Initiative ('NWI'). 16 The NWI sets out Australia's water resource management objectives and provides actions that each party will undertake to implement its principles. The NWI's key feature involves more precise measurement and management of water resource allocations for consumptive use and for environmental and public benefit outcomes. This feature exists through legally defined 'water access entitlements' and water sharing plans with associated water accounting and monitoring processes. 17 Although Western Australia and the Northern Territory have not yet fully adopted these legislative reforms, 18 both jurisdictions still administer water licensing regimes that provide volumetric entitlements to access water resources and purport to provide water for environmental outcomes. Similarly, through the Water Act 2007 (Cth), the Commonwealth has made a Basin Plan that is required to set 'sustainable diversion limits' (SDLs) for the MurrayDarling Basin jurisdictions, and those SDLs will be implemented through state water entitlement and accounting regimes.
All Australian jurisdictions also implement legislation aimed at fostering water trading. One pertinent NWI principle is that water access entitlements must 'be recorded in publicly-accessible reliable water registers that foster public confidence and state unambiguously who owns the entitlement, and the nature of any encumbrances on it'. 19 Water registers should also record water trades, both permanent and temporary. 20 Most water resources legislation responds to this requirement by addressing the immediate private interests in water access entitlements (eg ownership and notation of securities). Details of those provisions are not pursued in this article. 21 Rather, the focus of this article is on the effectiveness and transparency
_____________________________________________________________________________________ 15
Under the Commonwealth Constitution, the Commonwealth government has no power to directly regulate water within Australia. Legislative power to regulate and control water sources and use is a part of the plenary legislative power which rests with Australia's states and territories: see, eg, New South Wales v Commonwealth (1975) It may be useful, at some stage, to do a careful analysis of the legal effect on private interests of the registration and dealing provisions for water entitlements and compare catchments (ie surface water resources with flow managed by dams and weirs) became more sophisticated. Annual 'allocations' conferred on access entitlement holders would vary according to the availability of water and impacts of the vagaries of climate variability. Gradually, this management technique developed into methods of water allocation planning and was applied more extensively to other surface and ground water resources.
C
Contemporary Regimes for Water Access Rights and Accounting Today, this management technique of planning for water resource allocation finds expression in the core principles of the NWI, which provide for:
• statutory planning to determine a 'consumptive pool' and provision of water for environmental outcomes from a defined water resource; • the conversion of former access rights (usually under licences) into 'water access entitlements' as perpetual shares in the consumptive pool, separated from land title and from other regulatory approvals to construct and operate works for the extraction and use of water on specified land; and • annual or seasonal 'allocation' of water to each entitlement holder's water account of a specified volume of water that could be taken in that period, representing the share of the consumptive pool determined to be available. In summary, NWI consistent water law reform has sought to 'unbundle' traditional water rights, creating proprietary rights in water that are separate from rights attached to land and that are identifiable and transferable. 27 Importantly, both access entitlements and annual allocations are tradable, although transfers of entitlements or allocations are often subject to regulatory approval.
Some use of the pre-NWI water licensing remains, even in those states that have legislated to implement the NWI model. 28 Thus, the implementation of NWI reforms in many Australian jurisdictions has provided the following three basic categories of water access rights. 29 1.
Landholder access rights, including native title rights, generally equate to access to surface and ground water for the purposes of domestic and stock watering and indigenous cultural purposes. These uses are individually small in volume and are not usually accounted by metering of water extraction. 2.
Take and use licences are the prevalent pre-NWI access entitlement. Generally, take and use licences are not supported by a statutory plan defining a consumptive pool and are usually attached to land. These licences still specify the access entitlement by an annual volumetric maximum and lack a seasonal allocation of water available to take or trade. 3.
NWI water access entitlements are unbundled from land title and other regulatory approvals, and are defined as a perpetual share in a consumptive pool, with a seasonal allocation of available water determined in accordance with the plan principles and the prevalent item for trading in the water market. 
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It is clear that the NWI model of water resource management will require sophisticated methods of water accounting to monitor extraction, consumption and trading of water resources. However, adequate methods of water accounting are also necessary to administer pre-NWI water licensing regimes that continue to operate across Australia. Both take and use licences and water access entitlements provide volumetric water allocations that permit the extraction of defined quantities of water from surface and ground water sources. Adequate water accounting plays an important role in ensuring that water licence and access entitlement holders are held accountable for the amounts of water they extract, trade and use. 30
D
Water Metering Water metering is generally understood as the essential mechanism for water accounting. 31 Metering involves measuring water flow and volume in a defined water resource. Licensees and access entitlement holders may be required to install water meters on their property, record water extraction amounts, and submit meter readings to relevant government authorities. In irrigation districts administered by water service utilities or co-operatives, water metering is required even if individual water users do not directly hold water access entitlements.
Water meters are devices used to measure and estimate volumes of water extracted from a water source. 32 These devices are generally considered to be the most accurate volumetric measurement of water consumption. 33 However, the quality, reliability and performance of water meters vary significantly, altering the accuracy of meter readings, measurements and water volume estimations. 34 Water metering may be applied to both groundwater and surface water supplies. Groundwater constitutes approximately 17% of accessible water resources in Australia and over 30% of Australia's total water consumption. 35 Legislation and policy governing water metering and licencing are at various stages of development in each Australian jurisdiction, largely reflecting the extent to which water reforms have been initiated. Significant differences exist between the statutory and policy frameworks in each state and territory.
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Volume 41 ____________________________________________________________________________________ South Wales, Victoria and Queensland still operate both regimes of water accounting as these states make the transition to the NWI framework. Victoria and Queensland operate both regimes under the one Act. Interestingly, Queensland operates a 'hybrid' scheme by which the water entitlement regimes are partially merged with the land title regime. Western Australia operates only a non-NWI, or pre-NWI, regime.
Part III examines these four examples of statutory models that regulate water accounting in Australia. Each jurisdiction's statutory and policy framework is compared against the three core elements required for transparent water accounting set out above. 42 Most jurisdictions clearly address the legal limits on taking and trading water and the obligations imposed on licensees to record and report metered water extractions. However, transparent public disclosure of individual water accounting data is not generally provided for in these statutory regimes.
A
NWI Water Accounting Systems NWI water accounting systems allocate to each access entitlement a nominal volume of water as a share of a particular water resource that is recorded on the entitlement register. Each entitlement holder then receives a 'seasonal allocation' pursuant to periodical ministerial 'determinations of available water', which are credited under a separate water accounting register to the holder's water account as a volume of water that may be extracted within a specified period -usually across a 'water year' (July to June). Water access entitlements and seasonal allocations, or parts of them, can be transferred under statutory systems of water trading. Entitlement transfer information is recorded in each state's water access entitlement register, 43 and seasonal allocation transfers are recorded in the separate allocation accounting regime. 44 Conditions may be imposed on water access entitlements to install water meters and record and report meter data. Metering and reporting requirements are not always mandatory but these processes will be required where water access entitlements are traded. New South Wales and Victoria provide two examples of NWI water accounting systems that currently operate in Australia.
1
New South Wales New South Wales' water legislation and policy framework exhibits two of the three elements proposed by this article for transparent water accounting. Most water accounting is administered under the Water Management Act 2000 (NSW) ('NSW Water Act'), 45 which defines clear legal limits on taking and trading water in NSW. Water access entitlements (called 'water access licences') entitle licence holders to (a) access specified shares of available water from specified water sources ('share component'); and (b) take water at specified times and from specified locations ('extraction component'). 46 55 Government of New South Wales, above n 53, 5. On its website, the NSW Office of Water advises water licence and approval holders to check their 'conditions statement' for specific recording and metering requirements applicable to their licence. For example, water licence conditions may require water extractors in NSW to have a meter fitted to their extraction works.
56
Roberts, above n 52, 6-7. The Policy states that the metering data should be reported to the Department of Water and Energy, however the Department was replaced by the Office of Water as the water resource manager and regulator in 2009. The Office of Water administers the metering of unregulated systems and groundwater, while State Water, a State owned water services provider, administers the metering of water extraction from regulated rivers that it manages through the operation of dams: Government of NSW, 'Water Extraction Monitoring Policy', above n 54, 2.
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Volume 41 ____________________________________________________________________________________ appropriate, alternative methods of monitoring water usage may be approved, such as by monitoring pump electricity consumption. 57 Broadly speaking, these policy provisions implemented through licence obligations address the second element of transparent water accounting; namely, requiring a clear statement of licensees' obligations to install water meters and report metered extractions. 58 The third element we propose for transparent water accounting involves public access to water metering and trading data. Water accounting data is more publicly accessible in NSW than in other jurisdictions. The NSW Office of Water provides several free online public interfaces that permit access to anonymous (by licence number) water licence conditions, anonymous (by licence number) water trading data, as well as summaries by water source of available water determinations and aggregated water extraction data. 59 It is possible to ascertain the overall picture of water availability and extraction by reference to these figures.
However, it is a different story for individually identifiable data on water licence entitlements and water accounting. Legislation governing the management of this information provides a basic framework for ascertaining, for a fee, individual water licence entitlements. The legislation does not provide for search information concerning compliance with these entitlements. The relevant Minister must keep a Water Access Licence Register ('the Access Register') to record water licensing and trading data, 60 including details of the basic entitlements and 'dealings' (ie transactions approved under the Act). Information recorded in the Licence Register may be disclosed to members of the public, 61 though the Minister may impose conditions restricting public access to information recorded in the Register. 62 The Minister must also maintain a 'register of available water determinations' 63 (ie determinations of seasonal allocations) and keep 'water allocation accounts' for each access licence, including credits and debits of water to those accounts. 64 The NSW regulations may provide the form and details of the register of available water determinations, and for public inspection of it. The NSW Water Act also stipulates that the regulations may provide the form and details of the water allocation accounts, but is notably silent about provision for public inspection of these accounts. NSW's water regulations _____________________________________________________________________________________ 57 Government of New South Wales, above n 54, 5. provide for public inspection of the register of available water determinations, 65 but not for water allocation accounts. 66 NSW partially meets the third requirement for transparent water accounting in Australia, by providing online public access to aggregated water extraction data but not to individual data. By combining a search of the Access Register and the register of available water determinations, it may be possible to ascertain how much water is allocated to an individual water account and how much water is traded. However, it is not possible to ascertain from publicly available water entitlement and accounting information whether an individual licensee's water extraction complies with their entitlement.
2 Victoria Victoria's statutory water framework demonstrates weaker compliance with the three core elements of transparent water accounting. The NWI water resource management objectives were incorporated into Victoria's existing water legislation, the Water Act 1989 (Vic) ('Victorian Water Act'), mainly by amendments in 2002 and 2005. 67 This Act now employs regimes for both NWI entitlements ('shares') and pre-NWI entitlements (take and use 'licences'), though the pre-NWI regime includes licence transfer. Water entitlements are required for all water extraction except stock or domestic use. 68 The Victorian Water Act also provides for the grant of 'bulk entitlements' to water corporations and other public utilities, which are a form of public utility entitlement.
Water accounting in Victoria is administered under the Victorian Water Act. In certain geographical areas, groundwater metering and licensing are also addressed by Regional Sustainable Water Strategies. 69 Victoria's policy position on water accounting requires metering for the extraction of more than 20ML of water per year. 70 Routine monitoring is undertaken throughout Victoria by the Department of Sustainability and Environment, as well as by water authorities, other government departments and private businesses. 71 Legal duties to undertake water metering and monitoring can be imposed under a bulk entitlement, under a management plan for a water supply _____________________________________________________________________________________ 65 The NSW Office of Water provides free on-line access to the register of available water determinations at <http://registers.water.nsw.gov.au/wma/DeterminationSearch.jsp?selectedRegister=Dete rmination>.
66
Water Management (General) Regulation 2011 (NSW) cls 14-15. 67 See especially Water Act 1989 (Vic) pt 3 div 1A, pt 3A, pt 4 div 1A, pts 4A-4B, pt 5A. 
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Volume 41 ____________________________________________________________________________________ protection area, under a water licence or under a waterworks licence. 72 However, these duties all pertain to the installation and operation of the metering/measuring devices and not to any duty to read and report metering results.
Water shares may be associated with specified water use licences. Water use licence conditions may set maximum volumes of water to be applied to land and set monitoring and reporting requirements. However, it is suggested that these procedures will not pertain to the metering of water extraction under an access right. 73 There appears to be no legal instrument that generally imposes on entitlement holders the duty to record and report meter readings. Instead, management plans appear to illustrate that, as a matter of practice, the installation, maintenance and reading of meters are principally undertaken by water authorities. 74 These observations are re-enforced by the provisions of Part 5A of the Victorian Water Act for the administration of the 'water register', the purpose of which is 'to facilitate the responsible, transparent and sustainable use of the State's water resources'. 75 More specifically, the purposes of the water register are:
(a) facilitating the monitoring of, and reporting in relation to, records and information about water-related entitlements and allocation and use of water resources; and (b) facilitating a market for water-related entitlements and water resources by providing publicly available records and information and other records and information about ownership and use of water-related entitlements.
In Victoria, there is a somewhat confusing tripartite responsibility for the establishment and management of the water register. Responsibility is shared between the Minister (i.e. the Department of Sustainability and Environment), the Registrar and water authorities ('recording bodies'). Each body owes duties to the others to perform its functions and make available the relevant records and information that will permit the others to perform their functions. 76 Each may require a person to submit any documents or information relating to the recording of any matter in the water register, 77 and may also approve the forms to be used for those parts of the Water Register for which that body is responsible. 78 However, Part 5A prescribes only the recording of the high level bulk entitlement and NWI entitlement details. It does not provide for the maintenance of the water accounting system for seasonal allocations.
Further, there appears to be no statutory provision for registration of pre-NWI take and use water licences. What about water trading information? The Registrar is required to record transfers of water shares, including limited term transfers. 79 There is separate provision for authorities to record transfers of water licences, but it is not clear from the Act whether this information should be integrated with the operation of the Part 5A water register. 80 There is limited statutory prescription of exactly what water trading information shall be reported and recorded, although a transfer (permanent or limited term) of a water share must state the consideration given for the transfer. 81 In summary, the Victorian Water Act provides a clear and accessible statement of legal limits on entitlement holders to take and trade water under NWI entitlements. However, this is not expressed in the Act for pre-NWI water licences. Victoria only partly meets the second requirement for transparent and effective water accounting: a clear statement of the obligations of entitlement holders to install meters, and to record and report metered extractions, and report water trading information. While it does provide for the discretionary imposition of metering obligations, the practical administration of the water metering requirements is less than legally transparent and the relevant recording and reporting duties are not explicit. It is likely that much of the registration system rests on a general authority of the Minister, subject to any regulations, to "establish and maintain the system for the water register in any form and manner the Minister thinks fit". 82 How is the third requirement of water accounting addressed: that there is a clear and accessible record of the aggregated and individual metering and trading data? The Victorian Water Act provides that all information in the register in relation to NWI entitlements is publicly available. 83 Any person may apply to a recording body for any information or record, which the recording body must provide on payment of a search fee. 84 However, regulations may be made limiting access to information on the register, or prescribing classes of information that are not publicly available. 85 No such regulations appear to have been made. Notwithstanding the limited scope of these legislative provisions, the Department maintains a comprehensive set of online registers for share and licence entitlement regimes, including provision of information about water trading. 86 It is also possible to access aggregated water trading data for the volume and price of NWI shares and allocations, but not of water licences. Public provision of water accounting information for individual shares and licences is also missing, particularly the provision of metered extraction records. Victoria's NWI water accounting system therefore fails to satisfy the third element of transparent water accounting, which requires public disclosure of accounting data for individual water entitlements. 
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B
Queensland's 'Hybrid' System A unique model of regulating water accounting in Australia is Queensland's 'hybrid' system. This system incorporates NWI and non-NWI water access entitlements, both of which are tradable, and includes some integration with the Torrens title land register. Metering and reporting may be prescribed as standard conditions of a water access entitlement. Queensland's 'hybrid' model exhibits generally strong compliance with the three core elements required for transparent water accounting, but still does not provide access to individual water accounting data.
Water accounting in Queensland is governed by the Water Act 2000 (Qld) ('Queensland Water Act'). This Act provides two forms of access entitlements that may be issued to water users. First, NWI water access entitlements (called 'water allocations') provide an annual volumetric limit of water that can be taken from a defined water resource, subject to conditions entered on the register or prescribed by regulation. 87 The Queensland Water Act gives no statutory recognition of the process of seasonal determinations of available water credited to water accounts. Rather, the Resource Operation Plans made under the Act incorporate water sharing rules that provide for the making of 'announced allocations' to the holders of 'water allocations'. 88 The allocations can be permanently traded or temporarily traded by 'seasonal water assignment'. 89 Secondly, non-NWI water licences generally attach to the licence holder's land 90 and authorise the take and use of water only on the land of the licensee. 91 The licence is subject to conditions prescribed by regulations and determined by the chief executive for a particular licence. 92 Notably, the Water Regulations 2002 (Qld) provide that these licences may also be the subject of 'announced allocations' 93 which appear to be tradable as 'seasonal water assignments'. 94 Water licences may also be converted into water allocations. 95 Both forms of entitlements are recorded in Queensland registers, but in different water registers that have an integrated operation.
The Queensland Water Act establishes the office of the 'registrar of water allocations' 96 who is responsible for keeping a 'water allocations register' for NWI Water Act 2000 (Qld) ss 214, 215(1). Where water is to be taken from a resource that is not on, adjacent to or under a licensee's land, the licensee must obtain and register on the land titles register a lease or easement pertaining to the access to land from which the water resource is sourced: s 214(4). Water Act 2000 (Qld) s 147. ____________________________________________________________________________________ water allocations. 97 NWI water allocations are generally issued pursuant to a Resource Operations Plan upon the expiry of the previous entitlement. 98 At that time, the Registrar is responsible for recording the details of an allocation in the register. Details must include information about the holder of the allocation, a nominal volume of water that may be extracted, the location of that extraction and any conditions required to be entered on the register. 99 There is a broad capacity to trade the access rights under an allocation, subject to approval by the chief executive of the Department or the resources operations licence holder, which the registrar must then record. 100 There is no capacity for seasonal water assignments to be registered on the water allocation register.
In contrast, there are no general provisions for the registration of non-NWI water licences under the Queensland Water Act. Instead, the chief executive has a duty to give the registrar of land titles a notice of the grant of the water licence so that the information is appended to the land titles register. 101 Thus, Queensland's Water Act provides a clear statement of legal rights and obligations imposed on water entitlement holders to take and trade water by using two different registers. One register is dedicated to registering NWI water allocations and the other is a supplement to the land titles register under the Land Title Act 1994 (Qld) for non-NWI licences.
How well does the Queensland Water Act provide for entitlement holders to meter and report water extractions and report water trading in accordance with our second element of transparent water accounting? Water allocation holders are subject to the water resource plan and resource operations plan and may receive their supply of water pursuant to a contract with the resource operations licence holder. 102 It does not appear that these instruments are used to set metering and reporting requirements. Rather, water metering is enabled by provisions of the Water Act authorising licence conditions and provisions of the Queensland Water Regulations, which authorise the issue of notices requiring the metering of both water allocations and water licences. 103 Water metering is not required in all areas of Queensland, but is restricted to areas covered by water resource plans. 104 Water entitlement holders may be required to 
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How is the third requirement addressed: a clear and accessible record of both the aggregated and individual metering and trading data available to the public from the registers? Due to the complexity of some statutory provisions in the Queensland Water Act, it is not clear how water accounting data collected through the metering policy is provided to water licensees or to members of the public. 106 Third parties may access copies of 'allocation' documents, including instruments of transfer or lease, recorded in Queensland's water allocations register on payment of a prescribed fee. 107 These documents would not include a seasonal water assignment of an allocation, 108 or any water accounting information for individual allocation holders. In addition to the record of water licences maintained by the registrar of land titles, the chief executive must also keep copies of documents available for public inspection for a fee, including water licences and the seasonal water assignments of allocations and licences. 109 Data may also be disclosed on an aggregate level to other bodies, including water user groups and members of the public. 110 However, there does not appear to be any provision that would authorise the public disclosure of individual water accounting data from meter readings and reports.
C
Non-NWI Water Accounting Systems Non-NWI water accounting systems represent an alternative model for regulating water accounting in Australia. As applied in Tasmania and Western Australia ('WA'), these systems effectively represent a continuation of the pre-NWI model. Under this model, water licences with defined renewable terms are required to extract water from most ground and surface water sources. The licences are endorsed with a 'water ____________________________________________________________________________________ allocation' (Tasmania) or 'water entitlement' (WA) but they are not share entitlements subject to seasonal determinations of available water. 111 Licences may be transferred, 112 but water trading is permitted only to a limited degree. Metering of water extractions may be required but this is not a mandatory licence condition.
WA provides an example of a non-NWI water accounting system that only complies with the first core element of transparent water accounting. The Rights in Water and Irrigation Act 1914 (WA) ('WA Water Act') governs water accounting in Western Australia. Water licences are required to extract water from certain watercourses, wetlands and underground water sources. Licensees are granted a 'water entitlement', which provides a maximum annual quantity of water that may be extracted under a licence. Permanent and temporary trading of both licences and entitlements are permitted with the approval of the Minister, subject to the transferee meeting the landholder eligibility qualification to hold a licence. Water licences and entitlements are recorded in a water register administered by the CEO. 113 This register must record details prescribed by the Act and Regulations, including details identifying the licensee, the term of the licence and the volume of water that may be taken. However, this register does not include the conditions to which a water licence is subject. 114 Thus, WA's Water Act does not comply with the first core element of transparent water accounting because it fails to provide accessible details of the legal limits on licensees to take water.
WA's water accounting framework also lacks a clear statement of licensees' obligations concerning water meters and reporting metered water extractions. Water metering is enabled under the WA Water Act 115 and guided by Strategic Policy 5.03 -Metering the taking of water. 116 Metering may be imposed as a condition on a water licence, including requirements to record and submit meter readings to the WA Water Department. 117 As a matter of general policy, metering is required for extractions above 500ML per year, including large mining and industrial developments, 118 and may also be imposed for lower extractions where certain activities are carried out. 119 However, WA's water regulation framework does not address compliance with water entitlements or monitoring and reporting guidelines. Metering requirements are largely prescribed by individual water licence conditions and will be required before trading is permitted. As water trades are subject to the approval of the Minister, a licensee is required to report trading information to the Department, but that 
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Volume 41 ____________________________________________________________________________________ information is not then recorded on the register. Items such as the transfer or lease of the licence or entitlement are merely noted on the register to identify the transferee, not fully recorded to show the trade details such as price and volume. 120 No other legislatively endorsed record of water accounting exists in WA. There is no comprehensive metering program or water accounting system to record reports of the meter readings or trading information. 121 Consequently, WA fails to satisfy the second core element required for transparent water accounting.
It is not surprising that WA's Water Act also fails to address the third proposed element of transparent water accounting concerning the public disclosure of water metering and trading data. The water register must be available for public inspection on payment of a prescribed fee. 122 However, as already explained, the register does not contain records of individual metering or trading data, so there is no possibility of public access to this data.
D
Assessing Public Access to Water Accounting Data under Water Resources Legislation As parties to the NWI, all states have committed to implementing compatible water resource accounting systems. 123 As discussed, most jurisdictions have addressed this objective through legislation and policy prescribing that some data recorded in water registers must be made available to the public. 124 However, the NWC has recently reported failures by some jurisdictions to develop and implement monitoring strategies aligned with NWI water plan objectives, which '[make] it very difficult to determine whether the objectives are being achieved'. 125 One consequence of this failure is a significant lack of public disclosure of water metering and, in some states, water trading data, restricting the ability to determine whether water consumption limits are being adhered to. 126 On a simple analysis, what is missing is a coherent and comprehensive model of water resource accounting that includes public access to individual water consumption and trading data. Public access to this data would serve two important purposes. First, increasing the volume of information available in the water market would benefit and enhance water trading. 127 127 See generally Skurray, Pandit and Pannell, above n 12.
information and increasing transparency. 128 Secondly, allowing third party access to water metering data, whether that data is recorded and reported by a public authority or by the licensee or access entitlement holders personally, would encourage selfmonitoring and better secure compliance with limits on access entitlements. In the absence of such provisions in the water resources legislation, the following section addresses legislative responses by different states to disclosing individual water accounting data.
IV LEGAL RESTRICTIONS PREVENTING ACCESS TO WATER ACCOUNTING DATA IN AUSTRALIA
Public access to water accounting data is restricted in most Australian jurisdictions on varied legal grounds. A distinction arises concerning the types of water accounting data recorded in water registers that may be publicly disclosed. Generally, the publication of total and aggregate levels of data is permitted. For example, Commonwealth agencies including the NWC, the Bureau of Meteorology ('BoM') and the Murray-Darling Basin Authority ('MDBA') publish aggregate levels of water trading and licensing information, free of charge. In contrast, the disclosure of individuals' water usage data is restricted on two grounds. First, water and privacy statutes in several states and territories prohibit the disclosure of water accounting data classified as 'personal information'. Secondly, information classified as 'confidential' may be restricted from disclosure under general law and statute. Access to this personal and confidential information may be sought and obtained under freedom of information ('FOI') legislation. The question is whether water accounting and trading data, including meter readings and extraction volumes, can and should be classified as personal or confidential information. This section compares different legislative responses to protecting water data from disclosure and examines whether the limits imposed on accessing 'personal' or 'confidential' information are valid.
A Prohibiting the Disclosure of Personal Information
Water legislation in all jurisdictions permits searching and disclosure of information recorded in state water registers. Most registers are not openly available to the public but certain types of information may be disclosed, often on payment of a prescribed fee. 129 This provides a starting point for searching and accessing water accounting data. However, prohibitions against publicly disclosing water accounting data that is characterised as 'personal information' arise under both water and privacy statutory regimes. Because of the definition of 'personal information' (discussed below) as concerning individuals, restrictions on the disclosure of this information will be of limited application to corporate holders of licences and access entitlements.
At the Commonwealth level, restrictions apply to the public disclosure of individuals' personal water accounting data. Under the Water Act 2007 (Cth), the BoM is vested with statutory authority to collect and publish water information. The Commonwealth Act prohibits the BoM from publishing water information that _____________________________________________________________________________________ 128 See ibid 2. 129 See, eg, Rights in Water and Irrigation Act 1914 (WA) s 26GZI(3). However, note that some information is freely available via a departmental website: see Government of Victoria, above n 86.
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Volume 41 ____________________________________________________________________________________ expressly identifies an individual's water use. 130 Conversely, the BoM may publish water accounting data anonymously and on aggregate levels.
Water legislation in some states prohibits public disclosure of personal information recorded in water registers. For example, the Victorian Water Act provides a right to search records and information recorded in Victoria's water register. 131 A person (likely an individual) whose personal information is recorded in this register may apply to restrict access to some or all of the information that would otherwise be publicly available. 132 A recording body may restrict public access to personal information where it is satisfied that exceptional circumstances exist. 133 Personal information is not defined in the Victorian Water Act, but is defined in the Information Privacy Act 2000 (Vic) ('Victorian Privacy Act') as 'information or an opinion … about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion'. 134 Victoria's Office of Water website confirms that personal information is used by the Victorian Government consistently with principles set out in the Victorian Privacy Act. 135 Victoria's privacy legislation, therefore, informs the use of personal information recorded in Victoria's water register and restricts the disclosure of this information in some circumstances.
Similarly, in New South Wales, the NSW Office of Water states that information recorded in the NSW water register must meet the requirements of s 57 of the Privacy and Personal Information Protection Act 1998 (NSW). 136 This Act contains a set of Information Protection Principles that regulate the handling of personal information by NSW public sector agencies, with 'personal information' having a similar definition to that in the Victorian Privacy Act. 137 Public disclosure of personal information is prohibited on two grounds. First, a general prohibition on disclosing information applies unless (a) disclosure is directly related to the purposes for which information was collected; (b) the individual concerned is reasonably likely to have known that such information would be disclosed; or (c) disclosure is necessary to prevent an imminent threat. 138 Secondly, disclosure of personal information is prohibited unless the information will be used for the purposes of the register (here, the NSW water register) or the NSW Privacy Act. 139 In Queensland, the disclosure of water accounting data that is classified as 'personal information' is also restricted by privacy legislation operating separately from statutory water frameworks. 140 In all of these jurisdictions, three important questions arise. First, does water accounting data constitute 'personal information' that may lawfully be protected from public disclosure? Secondly, does privacy legislation operating in any Australian jurisdictions further limit the release of water accounting data under water statutes? Thirdly, what is the operation of FOI legislation in respect of 'personal information'?
1
Is water accounting data 'personal information'? Water accounting data is difficult to define as 'personal information' that is prohibited from disclosure under Australia's privacy legislation. The Privacy Act 1998 (Cth) defines personal information as 'information or an opinion (including information or an opinion forming part of a database), whether true or not, and whether recorded in a material form or not, about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion'. 141 In essence, personal information is information that identifies, or is capable of identifying, a particular individual. Applying this definition to the water context, water accounting data consists of measured volumes of water extracted from a defined water resource. In its simplest form, this data comprises volumetric figures of extracted water that do not disclose any individual's identity. It follows that this data cannot clearly be classified as 'personal information'.
In contrast, water accounting data recorded in state water registers is often matched to a particular water entitlement holder. If the entitlement holder is not a corporation or an incorporated association, the water accounting data may reveal an individual water user's identity, which could classify the data as 'personal information'. In this context, water accounting data may potentially be exempt from public disclosure.
2
Statutory exceptions to privacy under water legislation Water accounting data that identifies particular individuals may still be publicly disclosed under certain statutory exceptions. Four examples illustrate this point. First, the NSW Privacy Act permits the disclosure of personal information recorded in a public register, where the agency responsible for that register is satisfied that the information will be used for the purposes of the register or the Act under which the register is kept. 142 Consequently, personal information recorded in NSW's water register may be disclosed where such disclosure conforms to the purposes of the NSW water register or the NSW Water Act. Disclosure that is consistent with a state's water register will likely include a government authority's responses to a public water register search. If this search includes personal information, providing access to that information would comply with statutory prohibitions against unauthorised disclosure. It is difficult to see why water accounting data (including metering volumes), which cannot of itself be classified as 'personal information', should not also be disclosed where a similar search is performed.
Secondly, an individual whose personal information is recorded in Victoria's water register must apply to restrict public access to that information. 143 
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Thirdly, Queensland's Information Privacy Act 2009 (Qld) provides a broad range of circumstances where personal information may be disclosed. 145 Circumstances where disclosure is permitted include research, compilation and analysis of statistics in the public interest 146 and dealing with breaches of law imposing penalties or sanctions. 147 There are no provisions in the Queensland Water Act that provide for discretionary limitations on the disclosure of personal information under that Act's register search provisions.
Finally, in Western Australia there is no equivalent information privacy legislation and there are no provisions in the water legislation that facilitate a water entitlement holder applying to prevent the release of personal information in accordance with the provisions for searching the register. However, the WA Water Department may also classify certain information as unsuitable for public access on grounds of privacy, but the legal foundation for this practice in privacy concerns is unclear. 148 In summary, restrictions on the public disclosure of personal information, prescribed by information privacy legislation, do not significantly inhibit the ability to search information recorded in state water registers. These restrictions have no operation in respect of corporate holders of water entitlements. Water register search provisions often provide for only limited disclosure of personal information, without the need for any overarching statutory provisions governing privacy. Water statutes may also make specific provision for the release of personal information where it is in the public interest that such information is disclosed. It is, therefore, questionable whether Australia's information privacy legislation contributes anything further to protecting personal information from disclosure. This legislation is unlikely to significantly alter the operation of water legislation in respect of any public disclosure of water accounting data.
3
Personal information and FOI: Disclosure in the public interest Finally, the interrelationship between privacy legislation and FOI (discussed below) is significant in this context. FOI operates as an additional statutory mechanism for, and an exception to, the disclosure of 'personal information'. FOI legislation provides a legally enforceable right to access documents from an agency, other than exempt documents. 149 Under the Freedom of Information Act 1982 (Cth), a document is exempt if its disclosure would involve an unreasonable disclosure of personal information. 'Personal information' is defined in similar terms to most state and territory privacy _____________________________________________________________________________________ 144 Ibid s 84Y(2). 145 See Information Privacy Act 2009 (Qld) sch 3 cl 11. 146 Notably, this exception is also subject to three other conditions: (ii) disclosure does not involve the publication of all or any of the personal information in a form that identifies the individual; (iii) it is not practicable to obtain the express or implied agreement of the individual before the disclosure; (iv) the agency is satisfied on reasonable grounds that the relevant entity will not disclose the personal information to another entity: Information Privacy Act 2009 (Qld) sch 3 cl 11(f). 147 Ibid sch 3 cl 11(e)(i). 148 O'Keefe, above n 104, 96. 149 See, eg, Freedom of Information Act 1982 (Cth) s 11.
statutes. 150 However, public interest in the disclosure of information sought under a FOI request may provide grounds to divulge information that would otherwise be exempt. This operation of the FOI public interest test is addressed in Part IV(B)(3). 151 
B
Prohibiting the Disclosure of Confidential Information Public disclosure of water accounting data may be restricted by legal protections governing confidential information. First, duties of confidence arising at common law and in equity prevent the disclosure of confidential information. Secondly, legally enforceable obligations of confidence also arise under statute. For example, water legislation in Western Australia imposes limits on the disclosure of 'confidential' information recorded in the state's water register. 152 Thirdly, FOI legislation may interact with prohibitions governing confidential information to provide alternative grounds for public disclosure of this data. The question is whether water accounting data may be defined as 'confidential' and, therefore, be exempt from public disclosure.
1
Equitable duty of confidence Duties to treat information as confidential may arise at common law and in equity. At common law, a contractual duty of confidence may be sourced from express or implied contractual terms between two or more contracting parties. 153 As water accounting data is provided to regulatory authorities in a statutory context and not because of a contractual relationship, the common law duty of confidence is not relevant to our discussion.
Equity protects confidential information from unlawful use 154 and disclosure. 155 An equitable duty of confidence arises where information with a necessary quality of confidence is imparted in circumstances imposing an obligation of confidentiality. 156 This obligation is breached when unauthorised use or disclosure of that information occurs. The equitable duty may operate in the context of water accounting data provided to regulatory agencies exercising statutory authority.
In general, water accounting data will attract the equitable duty of confidence if it satisfies two elements. First, the nature of the information must warrant a recipient treating it as confidential. 157 There is no a priori standard for classifying information as inherently confidential: it is a question of fact. 
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Volume 41 ____________________________________________________________________________________ whether information is in the public domain or considered common knowledge, 159 what steps have been taken to preserve the information's secrecy 160 and whether the information is considered intrinsically valuable. 161 Secondly, the information must be disclosed in circumstances importing an obligation of confidence. 162 This fact-sensitive inquiry depends upon the circumstances in which the information is disclosed to another. 163 Confidential information in the government context provides an exceptional case for the equitable duty of confidence. Government may function as a recipient or a source of confidential information. 164 As a recipient, government agencies become privy to the secrets of others and may be subject to limits imposed on the use and disclosure of confidential information. Circumstances in which confidential information may be communicated to a government authority are particularly relevant, as not all information provided to government is confidential in nature. 165 Importantly, where confidential information is disclosed to a government or statutory authority for a particular purpose, that information cannot be used for purposes beyond which it was disclosed. 166 In Deputy Federal Commissioner of Taxation v Rettke, 167 Cooper J in the Federal Court of Australia provided three factors relevant to determining whether an equitable duty of confidence protects information provided to a government authority from disclosure. First, the information concerns the personal or business information of a confider. Secondly, that information is obtained in the exercise of a statutory body's power to obtain information from private persons. Thirdly, the information is provided in circumstances where the confider would not expect it to be used for any purpose other than the purpose for which the information was provided. 168 Rettke concerned the disclosure of a tax return annexed to an affidavit, which the plaintiff argued was a breach of the Deputy Tax Commissioner's duty of confidence. Cooper J found that all three factors of the equitable duty were satisfied. His Honour held that the Tax Commissioner had breached his duty of confidence by disclosing the plaintiff's confidential tax return.
Applying the three Rettke factors to water accounting data, this data may be impressed with the equitable duty of confidence when it is provided to government for a limited statutory purpose. Metering and reporting of water extraction volumes are often required as mandatory licence conditions. 169 In some jurisdictions, licensees may be required to provide water meter readings to relevant government authorities. 170 For example, the NSW Water Extraction Monitoring Policy provides that licensees should record meter readings and report their extraction levels to the relevant authority. 171 As the information is obtained in exercise of governmental power to obtain data from individual water consumers, it satisfies the second Rettke element of the equitable duty of confidence. 172 Turning to the first element of this Rettke test: is water accounting data valuable personal or business information? Water extraction volumes often concern the business information of industrial water users. Water accounting data may be classified as confidential where this information is, for example, commercially valuable to competitors, such as in the mining context. Mining companies have proposed that the publication of a mine's water extraction volumes could enable competitors to derive that mine's ore production volumes. 173 If this were so, such information may be deemed commercially sensitive and public disclosure may be harmful to a mining company. 174 Applying the third Rettke factor, would the confider of the water accounting data not expect it to be used for any purpose extraneous to the reason for its provision? Where water users provide metering data to government, expecting it to be used for a limited statutory purpose, that information will be protected from any further disclosure. Thus, government authorities are limited by the equitable duty of confidence from using the data for any purpose beyond which it was provided. This raises a central question: what is the legislative purpose for which water accounting data is provided to government?
The purposes for which information is provided to government must not be too narrowly construed. 175 In Smith Kline v French Laboratories, 176 the House of Lords afforded a broad interpretation to the permitted use of confidential information by a statutory body. Smith Kline concerned confidential information provided to a licensing authority by a pharmaceutical company that applied for a new product licence. Lord Templeman held that the authority was permitted to use this information not only for the company's specified purpose, but also to discharge other regulatory functions under the statutory scheme. 177 As noted, water licence holders may be required to report water meter readings to government as a prescribed licence condition. Arguably, the use of this information by government agencies could extend further than ensuring compliance with an individual's licence conditions. Instead, this 
Volume 41 ____________________________________________________________________________________ information may be used to ensure compliance with broader regulatory schemes and the implementation of state water planning. Following the House of Lords' approach in Smith Kline, such use may still be permitted to discharge other functions under water legislation and policy frameworks.
Even if further use of the information is permitted, does this justify disclosure of water accounting data to third parties and members of the public, particularly where its disclosure could harm the entitlement holders' private interests? Generally, water resources legislation does not provide explicitly for the public availability of individual entitlement holders' water accounting data. Therefore, it is arguable that it would be extraneous to the purpose for which this data is provided to require regulatory authorities to make the data publicly available without specific statutory authority. However, consistent with the NWI objective for water accounting reform, we argue that a public information purpose should also be served by legal obligations requiring water entitlement holders to report water accounting data to government authorities. The argument of confidentiality needs to be more routinely and clearly tested in the public interest.
Current state legislative and policy frameworks for water accounting generally fail to express the purposes for which water accounting data is provided to government. They also fail to illustrate how the provision of information via the entitlement registers and water accounting records addresses public confidence in the amount of water being traded, extracted or managed for consumptive or environmental and public benefit outcomes. It is arguable that the almost ubiquitous pattern of water legislation not providing for public access to individual water accounting data reflects the purpose for which that data is provided to government: that only government needs know what entitlement holders are doing.
In our opinion, this view is inconsistent with the NWI objective for water accounting reform and indicates that this issue has been insufficiently addressed in the legislative and policy measures to date.
2
Statutory limits on disclosing confidential information In addition to the equitable duty, Western Australia provides statutory restrictions on disclosing confidential water data. The Water Agencies (Powers) Act 1984 (WA) s 112 limits the disclosure of confidential water information by public agencies. Section 112 creates an offence of the misuse of confidential information obtained by any person in the administration of a relevant statute. 178 This provision has the effect of protecting 'confidential information' recorded in water registers from unauthorised public disclosure. 'Confidential information' is defined in similar terms to the equitable duty of confidence, 179 as information that is by its nature confidential, specified as confidential by the confider or known to the person using or disclosing that information to be confidential. 180 It would be an interesting question whether this provision might be too broadly expressed so as to infringe the constitutional implied freedom of political communication. 181 Aside from such questions, where water licence and metering information falls within this definition, the information is protected from public disclosure, subject to the operation of the WA Water Act (discussed above, which authorises very little disclosure of confidential information) and the FOI legislation, to which we now turn.
3
Confidential information and FOI: Disclosure in the public interest Faced with both statutory and general law prohibitions on disclosing 'confidential' information, Australia's FOI regime provides an exception that allows public access to water accounting data. FOI enables the disclosure of information held by state 182 and Commonwealth 183 government authorities upon application by any person, including third parties. FOI legislation is based on principles of 'democratic government, namely, openness, accountability and responsibility'. 184 Most FOI statutes include certain categories of information that are labelled as 'exempt' from public disclosure, including information of a personal, commercial or governmental nature. 185 Commercial information about water access rights will not be exempt from disclosure unless it is truly of commercial value and not compiled from public sources. 186 Information obtained by 'confidential communication' is another category that is exempted from disclosure under FOI. However, where a statutory exception to restrictions on publishing 'exempt' information is satisfied, that information may be publicly disclosed. Public interest in disclosure provides one exception to the prohibitions on disclosing confidential and other 'exempt' matter under FOI.
In certain circumstances, the public interest exception provides grounds for disclosing confidential information under state 187 and Commonwealth 188 FOI statutes. This exception requires a balance between competing interests in (i) publicly disclosing information; and (ii) maintaining confidentiality in the information requested. 189 (a) its disclosure would be a breach of confidence for which a legal remedy could be obtained; or (b) its disclosure would reveal information of a confidential nature obtained in confidence; and could reasonably be expected to prejudice the future supply of information of that kind to the Government or to an agency.
Matter is not exempt under this clause if its disclosure would, 'on balance, be in the public interest '. 192 In contrast, Victoria's FOI statute defines documents as 'exempt' if their disclosure would be contrary to the public interest. 193 Allowing the disclosure of confidential information on grounds of public interest is a fact-sensitive inquiry raising questions of 'balance and degree '. 194 On balance, this article contends that water accounting data is a matter of significant public interest that should normally be disclosed to third party applicants under Australia's FOI regimes. However, as this 'balance' involves a highly fact-sensitive inquiry, the public interest in disclosing water accounting data may not succeed in every case.
FOI legislation may, therefore, provide an adequate means to publicly access water accounting data. Arguably, this legislative regime still provides adequate protection for entitlement holders who can establish valid reasons of privacy of personal information, confidentiality or commercial value for being exempted from disclosure. However, it is a mechanism that imposes high transaction costs on third parties. This option is unlikely to be exercised often enough to serve the significant public interests in transparent water accounting by facilitating knowledge of water market prices and compliance with licence and access entitlement limits.
V POTENTIAL METHODS FOR PUBLIC DISCLOSURE OF WATER ACCOUNTING DATA
This Part examines potential methods for providing public access to water accounting data, subject to statutory restrictions on the disclosure of personal and confidential information. We suggest three methods for disclosing water accounting data to allow greater transparency and accountability in water resource extraction, whilst protecting the identity of individual licensees. Before examining these three methods, the public interest in making this information available must be acknowledged. Water accounting data raises matters of _____________________________________________________________________________________ 195 A strong public interest exists in disclosing water accounting information to facilitate transparency and accountability in regulating Australia's water resource extraction. 196 First, this data facilitates accountability in ensuring that water licence holders comply with their water allocations and licence conditions. 197 As Ryall observes, '[w]ithout timely access to information, the task of identifying breaches of environmental law and ensuring that those responsible are held to account can be undermined'. 198 Secondly, disclosing water accounting data achieves transparency in government processes that regulate and restrict water usage and ensures that stated environmental outcomes and objectives are being achieved. 199 In this context, the NWC has repeatedly emphasised the importance of monitoring, metering and auditing water extraction by licensees. 200 Disclosure of 'particular' water information by the BoM is also permitted where disclosure is in the public interest, 201 although the information disclosed may not include individuals' water use information. The BoM may only publish individual water usage data where that information is already published or otherwise publicly available in a form that expressly identifies the individual's water use. 202 This limitation would prevent publication of corporate water accounting data of 'particular' companies because they do not qualify as 'individuals'.
A Aggregate Levels of Data
The first proposed method of disclosing water accounting data involves publishing aggregate levels of data in state water registers. Publishing aggregated data would remove the possibility of identifying particular licence holders and linking, for example, water extraction volumes to individual users. Queensland's metering policy already permits aggregate levels of extracted groundwater to be accessed by members of the public. 203 New South Wales and Victoria also provide online access to aggregate
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Volume 41 ____________________________________________________________________________________ levels of data recorded in these states' water registers. 204 Publishing aggregated data is also undertaken in the water trading context. For example, the National Water Commission publishes aggregated water trading data on an annual basis. 205 The MDBA assists the BoM to prepare its National Water Account for the Murray-Darling Basin, which includes water trading information provided to the MDBA by state water authorities. 206 Clearly, aggregated water accounting data may be published regularly without breaching statutory prohibitions on publishing personal or confidential information. Aggregated data could reveal not only total amounts of water extracted from a resource, but also indicate the numbers and proportions of licensees who extract more or less water than their entitlements allow.
However, whilst the possibility of publishing aggregated data complies with statutory prohibitions against identifying individual licensees, this method of disclosure reduces any accountability measures that may ensure individual licence holders adhere to their prescribed allocations and entitlements. As licensees remain anonymous in aggregated data, the ability to identify individual water users who exceed their entitlements is necessarily restricted.
B
Anonymous Disclosure Secondly, water accounting data may be disclosed anonymously to protect the identity of individual licensees who measure and report their water use. Anonymous publication could reveal patterns of water extraction and compliance with reporting protocols as well as sets of individual data and, to that extent, facilitate public pressure for compliance with water accounting procedures. However, providing public access to anonymous water data does not permit third party action for enforcement of the limits of water entitlements and allocations against non-compliant individual licensees. This option therefore faces similar difficulties to disclosing aggregated metering data. Although the publication of anonymous data does not preclude government agencies from taking enforcement action, it may result in reduced third party and public pressure for agencies to act against non-compliant individuals.
C
Audited Self-Management A third proposal for providing limited public access to water accounting data involves disclosing this data exclusively to other licence and access entitlement holders, to facilitate audited self-management. Audited self-management is a process of delegating water monitoring to individual water users, subject to audit by government authorities. 207 This process allows licensees to view each other's meter readings and monitor compliance with water allocations through a peer review process. Audited self-management, which incorporates peer based water metering, has recently been piloted in a limited number of locations in New Zealand with some early signs of success. 208 However, there is uncertainty about its wider applicability.
Adopting audited self-management for water metering in Australia would serve three useful purposes to enhance the accountability and transparency of Australia's water accounting processes. First, requiring water licence holders to enforce their own entitlements would increase the personal responsibility of individual licensees. Secondly, financial demands on the resources required to enforce water accounting would be reduced if licensees performed this process, rather than government regulators. One report of New Zealand's experience in implementing audited selfmanagement shows that this process improves cost-effective management of water resources, maximizing both economic gain and environmental sustainability. 209 Thirdly, implementing audited self-management for Australian water licensees would encourage cooperation between government authorities and individual water users, by reducing top-down regulation and enforcement. 210 Ultimately, this process may provide the most viable short-term solution to providing greater access to and disclosure of water accounting data.
VI PROPOSALS FOR REFORM
Effective administration and enforcement of water accounting is essential to achieving compliance with water entitlements and fundamental to maintaining public confidence in sustainable water management. 211 We submit that three core elements are necessary for transparent and effective water accounting in Australia. These elements concern clear and accessible statements of (i) licensees' and entitlement holders' obligations in taking and trading water; (ii) water metering and water trade reporting requirements; and (iii) publicly disclosing water meter and trading data recorded in water registers. This article has demonstrated a need for legislative and policy reform of Australia's water accounting frameworks, to permit public disclosure of water accounting data. Three legislative reforms are proposed, addressing the second and third elements required for transparent water accounting.
A Practical Limitations on Reform
At the outset, three significant practical limitations must be acknowledged, preventing greater accountability and transparency in enforcing and reporting metered water extractions. First, many rural and industrial water users in Australia are not metered and are not required to adhere to any metering or reporting requirements. 212 In Tasmania, no water licensing or metering is required to extract groundwater. 213 In the Northern Territory, exemptions from water licensing obligations are provided for
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Volume 41 ____________________________________________________________________________________ mining leases. Mining sites that extract water in this jurisdiction are not required to engage in water metering or report their extraction levels to government agencies responsible for water resource management. 214 Secondly, methods of monitoring water resource extraction vary significantly between jurisdictions, and even within some states. In some circumstances, water extraction levels are estimated rather than measured by metering because financial constraints on state governments limit the resources that can be devoted to water accounting processes. 215 Consequently, a lack of consistency and uniformity in water accounting restricts both the nature and accuracy of available water licence data and the regulatory framework that may be implemented.
Thirdly, some considerable disparity exists between the levels of water metering required by different water entities throughout Australia. In many states and territories, large water trusts and irrigation corporations receive water allocations at a bulk level and divide their allocations between individual water users. South Australia's Central Irrigation Trust ('CIT') provides an example. CIT is a private water management company that administers bulk water entitlements to over 1400 farmers and provides domestic water to approximately 3000 households and industries. 216 Water trusts such as the CIT are defined as single licensed water users by state government water authorities. Any monitoring or compliance measures requiring water metering are administered by these independent corporate water entities, not by government authorities. Consequently, state water authorities have no direct regulatory power to impose licence or access entitlement conditions requiring water metering and reporting for water users who receive their entitlements and allocations from water trusts and corporations. Effectively, these large-scale water allocation systems remove a significant proportion of Australia's rural and industrial water users from any metering or reporting requirements that may be imposed by statutory water authorities. Privacy laws prohibiting the disclosure of 'personal' water information also have limited relevance in this context.
B
Legislative and Policy Reform Proposals In light of the practical limitations on enforcing consistent water accounting in Australia, regulatory reform must proceed incrementally. We propose three reforms of water metering legislation and policy to increase accountability and transparency in water accounting.
First, greater Commonwealth oversight of the legislative implementation of NWI water access entitlement regimes is necessary. The NWI provides a national water reform framework to which all Australian states and territories are party, requiring consistent reform and implementation across all jurisdictions. Increasing the involvement of Commonwealth government agencies would ensure adequate water _____________________________________________________________________________________ 214 Ibid. 215 For example, Western Australia's water metering plan has not yet been fully financed. A proposal to increase metering requirements for water licensees in this state has been partially implemented but is unable to proceed further due to lack of resources: see Sinclair Knight Merz, above n 70. accounting and the provision of information to national water accounts. This reform would also ensure that all states and territories are complying with the aims and obligations for water reform set out in the NWI. It is possible that some of this oversight is already being exercised by the Bureau of Meteorology in setting requirements for the states and territories to submit information for the National Water Accounts and the Murray-Darling Basin Water Rights Information Service. 217 Secondly, water licence and entitlement conditions, including metering and reporting obligations, should be recorded in state water registers and be searchable by any person. This reform proposal responds to the second and third elements required for transparent water accounting in Australia. Currently, legislative and policy reforms in most jurisdictions fail to provide clear water metering obligations for licensees and entitlement holders, and do not provide public access to this information. 218 Water statutes in all states and territories should be amended to include this aspect of NWI water reform. Further, in designing these reforms, governmental discretionary power in setting and implementing metering and reporting obligations should be curtailed. This could be achieved by creating statutory presumptions that licensed water extraction will be metered and reported, and that water trading information will be reported and recorded. Exemption from such obligations should only be conferred by specific reviewable decisions for particular license or entitlement holders upon an application that demonstrates the concerns that are said to warrant the exemption.
Thirdly, we propose that water resources legislation should create a statutory presumption that water accounting data will be publicly available via a search of the relevant register, unless the party asserting privacy or confidentiality can specifically establish a reason for exemption from disclosure. Exemption from disclosure of this data should, again, only be conferred by specific reviewable decisions for particular license or entitlement holders upon an application that demonstrates valid privacy or confidentiality concerns. This would reverse the imposition of transaction costs that prevail under the FOI legislation. Specific wording of legislative provisions may vary, as well as the level of non-disclosure that is permitted in particular cases. Legislative reforms may be guided by the considerations of general law and statutory prohibitions on disclosing personal and confidential information, discussed above. 219 However, it is the presumption of disclosure that should prevail. Exemption from that presumption should only apply to water accounting data in limited circumstances. This is essential to achieve greater levels of transparency and accountability for water accounting in all jurisdictions, including compliance with limits on water extraction rights.
VII CONCLUSION
This article has considered the current regulatory framework for water accounting in Australia. Three core elements of water accounting are proposed, which we argue are 
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Volume 41 ____________________________________________________________________________________ essential for the transparent and effective regulation of Australia's natural water resources. Against these core elements, four legislative and policy regimes operating in Australia are compared, exposing clear deficiencies in the statutory frameworks that prevent full disclosure of water accounting data of individuals or individual entities. Legal restrictions limiting the disclosure of water accounting data arise under statute and at general law. These prohibitions prevent public access to water metering and trading data where information is classified as 'personal' or 'confidential'. In response, we propose three legislative and policy reforms that address current legal limitations on publicly disclosing water accounting data. The essence of those reforms is to establish statutory presumptions that individual water resource extraction and trading data will be recorded, reported to government and made publicly available. There should be statutory provision for the particular exemption from these presumptive provisions, especially on the application of persons alleging reasons of privacy or confidentiality. Ultimately, reforms should be implemented in all states and territories to increase transparency and accountability in water accounting to fulfil the NWI objectives for water accounting reform: namely, 'to support public and investor confidence in the amount of water being traded, extracted for consumptive use, and recovered and managed for environmental and other public benefit outcomes'. 220 
